Internal Controls Over Procurement Card (PCard) Purchases

Audit Program

Complete the audit program below to support the agency’s assessment of internal controls over PCard purchases.  Please disclose (i) whether the controls are working as intended to provide reasonable assurance that goods and services are properly received and reported, (ii) any lack of controls or weaknesses in established controls, and (iii) a corrective action plan or compensating controls for any lack of controls or weaknesses in established controls.    

	Control Objective and Activities
	Testing
	Results of Testing; Corrective Action Plan or Compensating Controls for Weaknesses Identified

	Agency ensures PCards are appropriately established, maintained, and canceled. The agency has a process that includes verifying the following:
A. PCardholder acknowledges receipt of the card.
B. Appropriate card spending limits are established.
C. PCardholder is authorized to use PCard.
D. PCard is canceled when PCardholder is no longer authorized or when the card is stolen, lost, or improperly used.

	1. Review the agency’s written policies and procedures related to authorizing, acquiring, using, and canceling PCards and establishing and complying with credit limits to determine if they include guidance on items A. – D. or, in the absence of such guidance, determine whether the agency’s daily activities address these items.

2. For a representative sample of PCardholders determine whether: 
a. The agency obtained and retained a signed acknowledgement form prior to issuing the PCard to the employee; and
b. PCard credit limits complied with the agency’s policy and are appropriate for the PCardholder’s job duties. 
3. For a representative sample of PCardholders who changed job duties during the period, determine if there is an agency need for PCard use in their new job duties.  Where the need no longer exists, determine whether the agency cancels the PCard within agency time frames.
4. For a representative sample of PCardholders who left the agency, or reported a card lost or stolen, determine whether the Program Administrator did the following within time frames established by agency policy:

a. Canceled the card within an appropriate time frame, or

b. Issued a replacement card timely when warranted.

Document material exceptions and review with management.


	

	Agency ensures PCardholders are trained on appropriate use of PCards, and the agency has a process that includes verifying the following:
A. Program Administrator coordinates training timely.
B. Sufficient training materials were provided to new PCardholder(s).
C. Training material contains relevant information on       -      NYS Procurement Guidelines 
· Citibank Procurement Card Guidelines
	1. Review the agency’s written policies and procedures related to training PCardholders on the proper use of PCards to determine if it includes guidance on A. – C. or, in the absence of such guidance, determine whether the agency’s activities address these items.
2. For a representative sample of PCardholders, confirm the agency provided training before activating the PCard by tracing to documentation including, but not limited to, training sign-in sheets, relevant email to PCardholder (e.g., with attached manual or other policy document), webinar completion verification, etc.
Document material exceptions and review with management
	

	Agency ensures purchases follow the appropriate process and the agency has a process that includes verifying:

A. The purchase was authorized according to agency requirements.

B. The purchase was made in accordance with NYS procurement laws, rules, regulations and policy including but not limited to:

· NYS Procurement Guidelines
· Guide to Financial Operations (GFO) Section XI-A.4 - Procurement Card Use
C. The goods or services were received or provided in accordance with the terms and conditions of the purchase agreement.
D. The amount billed matched the agreement or contracted amount.
E. The PCardholder reconciled charges within 30 days of the payment of the prepaid voucher. 

	1. Review the agency’s written policies and procedures related to training PCardholders on the proper use of PCards to determine if it includes guidance on A. – E. or, in the absence of such guidance, determine whether the agency’s activities address these items.
2. For a representative sample of transactions, perform the following testing procedures:
a. Determine whether agency policy required pre-approval(s) be obtained.  If required, trace to evidence of the approvals.
b. Determine whether the agency followed the appropriate procurement process to obtain the goods and/or services.
i. Review the procurement record to determine if the agency followed the order of procurement, as required by State Finance Law Section 163.
ii. Determine whether the agency ensured, and retained documentation to support, the following as applicable:
a) competitive bidding for purchases above discretionary levels
b) advertisement in the NYS Contract Reporter
c) reasonableness of price and vendor selection for purchases below the agency’s discretionary level
c. Determine if the agency complied with GFO Section XI-A.4 - Procurement Card Use as follows:
i. For a sample of single PCard purchases totaling $10,000 or more, determine if the agency used a purchase order.
ii. For a sample of voucher payments less than $500 that do not reference agency-specific contracts, determine why the agency did not use the PCard to make the purchases.
d. For a sample of PCard purchases with receiving required, determine whether the agency adhered to receiving requirements. For additional guidance on receiving standards, see GFO Section XI-A.9 – Receiving. 
i. Review supporting documentation the agency retained to confirm goods were appropriately received and/or services were provided. 
ii. Ensure purchases were received and used for their intended business purpose (e.g., not purchased for personal use).
e. For a sample of point-of-sale transactions, determine if there is a documented, and monitored, process in place to verify the goods and/or services purchased had an appropriate business purpose.
f. Confirm the prices of the goods or services were reasonable and matched the agree-upon price. 
g. Determine whether the PCardholder reconciled charges within 30 days after the payment of the prepaid voucher. Please refer to GFO Section XII.6.Q - Paying and Reconciling Procurement Card Charges for PCard reconciliation requirements.
Document material exceptions and review with management.
	

	Agency maintained and retained appropriate documentation to support PCard purchases and the agency has a process that includes verifying the following:
A. Sufficient, appropriate documentation to support the appropriateness of the payment is readily available.

B. Documentation is maintained in accordance with the NYS Archives record retention requirements.
	1. Review written policies and procedures related to record retention to determine if it includes guidance on A. – B. or, in the absence of such guidance, determine whether the agency’s daily activities address these items.

2. For a representative sample of transactions:

a. Determine whether sufficient and appropriate documentation was retained to support payment appropriateness. Examples of documentation include, but are not limited to, invoices, payment confirmations, credit card receipts, receiving acknowledgment and a procurement log. For additional information on the types of documentation the agency may use to verify claims for payment see GFO Section XII.4.B - Supporting Information. 

b. Determine if agency complied with NYS Archives General Retention and Disposition Schedule and GFO Section XII.3 - Record Retention.
Document material exceptions and review with management.
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