
DIVISION OF LOCAL GOVERNMENT 
& SCHOOL ACCOUNTABILITY

O F F I C E  O F  T H E  N E W  Y O R K  S T A T E  C O M P T R O L L E R

Report of  Examination
Period Covered:

January 1, 2012 — April 30, 2013

2013M-260

Town of  Wawayanda
Financial Management and 

Information Technology

Thomas P. DiNapoli



11DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY

   
 Page

AUTHORITY  LETTER 2

EXECUTIVE SUMMARY 3 

INTRODUCTION 5 
 Background 5 
 Objectives 5
 Scope and Methodology 5
 Comments of Town Offi cials and Corrective Action 6

FINANCIAL MANAGEMENT 7 
 Budgeting and Fund Balance 7
 Long-Term Planning 9 
 Recommendations 10
 
 
INFORMATION TECHNOLOGY 11 
 Breach Notifi cation Policy 11
 Disaster Recovery Plan 12
 User Account Controls 12
 Recommendations 13

 
APPENDIX  A Response From Town Offi cials 14 
APPENDIX  B OSC Comment on the Town’s Response 18
APPENDIX  C Audit Methodology and Standards 19
APPENDIX  D How to Obtain Additional Copies of the Report 20
APPENDIX  E Local Regional Offi ce Listing 21

Table of Contents
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State of New York
Offi ce of the State Comptroller

Division of Local Government
and School Accountability
 
November 2013

Dear Town Offi cials:

A top priority of the Offi ce of the State Comptroller is to help local government offi cials manage 
government resources effi ciently and effectively and, by so doing, provide accountability for tax 
dollars spent to support government operations. The Comptroller oversees the fi scal affairs of local 
governments statewide, as well as compliance with relevant statutes and observance of good business 
practices. This fi scal oversight is accomplished, in part, through our audits, which identify opportunities 
for improving operations and Town Board governance. Audits also can identify strategies to reduce 
costs and to strengthen controls intended to safeguard local government assets.

Following is a report of our audit of the Town of Wawayanda, entitled Financial Management and 
Information Technology. This audit was conducted pursuant to Article V, Section 1 of the State 
Constitution and the State Comptroller’s authority as set forth in Article 3 of the General Municipal 
Law.

This audit’s results and recommendations are resources for local government offi cials to use in 
effectively managing operations and in meeting the expectations of their constituents. If you have 
questions about this report, please feel free to contact the local regional offi ce for your county, as listed 
at the end of this report.

Respectfully submitted,

Offi ce of the State Comptroller
Division of Local Government
and School Accountability

State of New York
Offi ce of the State Comptroller
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Offi ce of the State Comptroller
State of New York

EXECUTIVE SUMMARY

The Town of Wawayanda (Town), located in Orange County, has a population of approximately 7,300. 
The Town is governed by an elected fi ve-member Town Board (Board) which comprises the Town 
Supervisor (Supervisor) and four Board members. The Town’s budgeted expenditures for the 2013 
fi scal year are approximately $4.3 million, of which approximately $1.9 million is for the general fund. 

The Supervisor serves as the Town’s chief executive and chief fi scal offi cer. As chief fi scal offi cer, 
the Supervisor is responsible for overseeing all of the Town’s fi nancial activities. The Board is the 
legislative body responsible for overseeing the Town’s operations, fi nances and overall management. 

Scope and Objectives

The objectives of our audit were to assess the Town’s fi nancial management and controls over 
information technology (IT) for the period January 1, 2012 to April 30, 2013. We extended our audit 
period back to 2010 to examine the Town’s fi nancial condition and to provide additional information 
for perspective and background. Our audit addressed the following related questions:

• Does the Board have adequate procedures in place to govern the level of unexpended surplus 
funds,1 and is the amount reasonable?

• Has the Town ensured that its computer hardware, software and data are adequately safeguarded?

Audit Results

Over the past three years, Town offi cials have demonstrated fi scally responsible management and 
identifi ed various ways to increase revenue and reduce expenditures. As a result, Town taxpayers 
have benefi ted from a declining tax levy for the past three years and an anticipated reduction in the 
2014 tax levy. However, the Town’s unexpended surplus fund balance has become excessive, and its 
budgets from fi scal years 2010 through 2012 were unrealistic. Revenues were under-estimated and 
expenditures were over-estimated for all three fi scal years. The unrealistic budgets caused total fund 
balance to increase signifi cantly from about $2.3 million in 2010 to almost $3.3 million at the end of 

1 The Governmental Accounting Standards Board (GASB) issued Statement 54, which replaces the fund balance 
classifi cations of reserved and unreserved with new classifi cations: nonspendable, restricted and unrestricted (comprising 
committed, assigned and unassigned funds). The requirements of Statement 54 are effective for fi scal years ending 
June 30, 2011, and beyond. To ease comparability between fi scal years ending before and after the implementation of 
Statement 54, we will use the term “unexpended surplus funds” to refer to that portion of fund balance that was classifi ed 
as unreserved, unappropriated (prior to Statement 54), and is now classifi ed as unrestricted, minus appropriated fund 
balance, amounts reserved for insurance recovery and tax reduction, and encumbrances included in committed and 
assigned fund balance (post-Statement 54).
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2012.  Unexpended surplus funds in the general fund at the 2012 fi scal year end equaled 175 percent 
of the 2013 adopted budget.
 
The Board has not developed a formal long-term plan addressing the excessive unexpended surplus 
fund balance. While the Town may have informal plans for the reduction of the unexpended surplus 
fund balance, no formal, Board-approved plans exist. The Town continues to collect more taxes than 
are necessary even though it has excessive fund balance. We urge the Board to develop a long-term 
fi nancial plan that will maintain reasonable amounts of fund balance and not withhold taxpayer moneys 
from productive use.

The Town’s controls over its IT system also need to be improved.  The Board has not adopted a 
breach notifi cation policy, a disaster recovery plan or a policy that addresses the protection of personal, 
private and sensitive information. In addition, the Board has allowed employees to have more access 
rights than necessary to perform their job duties. As a result, the Town’s IT system and electronic data 
are at risk of loss or damage, and employees may not be prepared to fulfi ll their legal obligation to 
notify affected individuals in the event that private information is compromised. 

Comments of Town Offi cials

The results of our audit and recommendations have been discussed with Town offi cials and their 
comments, which appear in Appendix A, have been considered in preparing this report. Town offi cials 
generally agreed with our recommendations and indicated they plan to take corrective action. Appendix 
B includes our comment on an issue raised in the Town’s response letter.
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Background

Introduction

Objectives

Scope and
Methodology

The Town of Wawayanda (Town), located in Orange County, has a 
population of approximately 7,300. The Town Board (Board) consists 
of the Town Supervisor (Supervisor) and four Board members. 
The Board is the legislative body responsible for overseeing the 
Town’s operations, fi nances and overall management. The Board is 
responsible for the general management and control of the Town’s 
fi nancial affairs, including budget development.

The Supervisor serves as the Town’s chief executive and chief fi scal 
offi cer and is responsible, along with other administrative staff, for the 
Town’s day-to-day management. The Town provides various services 
to its residents including street maintenance, water, sewer, parks and 
recreation and a Justice Court. These services are fi nanced primarily 
through real property taxes, State aid, Justice Court revenues and user 
fees. The Town’s budgeted appropriations for the 2013 fi scal year are 
approximately $4.3 million, of which approximately $1.9 million is 
for the general fund. 

The objectives of our audit were to assess the Town’s fi nancial 
management and controls over information technology (IT). Our 
audit addressed the following related questions:

• Does the Board have adequate procedures in place to govern 
the level of unexpended surplus funds,2 and is the amount 
reasonable?

• Has the Town ensured that its computer hardware, software 
and data are adequately safeguarded?

We assessed the Town’s fi nancial management and controls over IT 
for the period January 1, 2012 to April 30, 2013. We extended our audit 
period back to 2010 to examine the Town’s fi nancial condition and to 
provide additional information for perspective and background. Our 

2 The Governmental Accounting Standards Board (GASB) issued Statement 54, 
which replaces the fund balance classifi cations of reserved and unreserved 
with new classifi cations: nonspendable, restricted and unrestricted (comprising 
committed, assigned and unassigned funds). The requirements of Statement 
54 are effective for fi scal years ending June 30, 2011, and beyond. To ease 
comparability between fi scal years ending before and after the implementation 
of Statement 54, we will use the term “unexpended surplus funds” to refer to 
that portion of fund balance that was classifi ed as unreserved, unappropriated 
(prior to Statement 54), and is now classifi ed as unrestricted, minus appropriated 
fund balance, amounts reserved for insurance recovery and tax reduction, and 
encumbrances included in committed and assigned fund balance (post-Statement 
54).



6                OFFICE OF THE NEW YORK STATE COMPTROLLER6

Comments of
Local Offi cials and
Corrective Action

audit disclosed additional areas in need of improvement concerning 
IT controls. Because of the sensitivity of some of this information, 
certain vulnerabilities are not discussed in this report but have been 
communicated confi dentially to Town offi cials in a separate letter so 
that they could take corrective action.

We conducted our audit in accordance with generally accepted 
government auditing standards (GAGAS). More information on 
such standards and the methodology used in performing this audit is 
included in Appendix C of this report.

The results of our audit and recommendations have been discussed 
with Town offi cials and their comments, which appear in Appendix 
A, have been considered in preparing this report. Town offi cials 
generally agreed with our recommendations and indicated they plan 
to take corrective action. Appendix B includes our comment on an 
issue raised in the Town’s response letter.

The Board has the responsibility to initiate corrective action. A 
written corrective action plan (CAP) that addresses the fi ndings and 
recommendations in this report should be prepared and forwarded 
to our offi ce within 90 days, pursuant to Section 35 of the General 
Municipal Law.  For more information on preparing and fi ling your 
CAP, please refer to our brochure, Responding to an OSC Audit 
Report, which you received with the draft audit report. We encourage 
the Board to make this plan available for public review in the Clerk’s 
offi ce.  
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Financial Management

The Board should only levy taxes that are necessary to fund Town 
operations. Therefore, it is important that the Board adopt budgets 
that include realistic estimates of revenues and expenditures, based 
on reasonable and accurate assessments of expenditures and the 
resources used to fund them. In addition, long-term planning can 
help manage the Town’s fi nancial condition by preparing for capital 
needs and increases in expenditures. Such a plan should include the 
projection of fund balance needs over the length of the plan.

Over the past three years, Town offi cials have demonstrated fi scally 
responsible management and identifi ed various ways to increase 
revenue and reduce expenditures. As a result, Town taxpayers have 
benefi ted from a declining tax levy for the past three years and an 
anticipated reduction in the 2014 tax levy. However, the Town’s 
unexpended surplus fund balance has become excessive, and its 
budgets from fi scal years 2010 through 2012 were unrealistic. The 
Board adopted budgets in which revenues were under-estimated and 
expenditures over-estimated.  In addition, the Board has not developed 
a formal long-term plan addressing the excessive unexpended surplus 
fund balance. While the Town may have informal plans for the 
reduction of the unexpended surplus fund balance, no formal, Board-
approved plans exist. The Town continued to collect more taxes than 
was necessary even though it had excessive fund balance which 
could have been used to further reduce the total property tax levy for 
2013. We urge the Board to develop a long-term fi nancial plan that 
will maintain reasonable amounts of fund balance and not withhold 
taxpayer moneys from productive use.

The Board is responsible for making sound fi nancial decisions that are 
in the best interest of the Town and its taxpayers.  This responsibility 
requires the Board to balance the level of services desired and 
expected by Town residents with the ability and willingness of the 
residents to pay for such services. 

A basic component of local government budgeting is the prudent 
use of fund balance, which is the difference between revenues and 
expenditures accumulated over time. The Town can legally set aside, 
or reserve, portions of fund balance for specifi ed purposes or can 
designate the unexpended surplus portion of fund balance to either 
help fi nance the next year’s budget or retain a reasonable portion of 
fund balance to use as a fi nancial cushion in the event of unforeseen 
fi nancial circumstances. The Board is responsible for developing 
policies and procedures to govern and monitor the level of fund 

Budgeting and Fund 
Balance
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balance to be maintained. Therefore, it is important that long-term 
plans are in place to help ensure that moneys accumulated in operating 
funds are used for appropriate and authorized purposes. The Board 
should maintain only a reasonable amount of fund balance and adopt 
realistic budgets that include surplus fund balance to be used as a 
funding source when appropriate. By following these practices, the 
Board can ensure that the amount of real property taxes to be raised 
is no greater than necessary.

The Board had not developed accurate budget estimates or policies 
and procedures to govern the level of fund balance maintained.  
As a result, excessive amounts of unexpended surplus funds have 
accumulated in the general fund. Table 1 illustrates the surplus fund 
balance trend over a three-year period.

Table 1: General Fund Unexpended Surplus Fund Balance at Year-End as 
a Percentage of the Ensuing Year’s Budget

Fiscal Year End Fund Balance Percentage of Next 
Year’s Budget

2010 $2,267,207 106%

2011 $2,782,667 137%

2012 $3,299,337 175%

The Town accumulated unexpended surplus funds in the general 
fund that exceeded annual budgeted expenditures because the 
Board adopted budgets in 2010, 2011 and 2012 that were overly 
conservative. In 2010, actual revenues were $1,980,564, which was 
16 percent more than the budgeted estimates, and actual expenditures 
were $1,785,931, or 7 percent less than the amount budgeted. This 
occurred again in 2011, with actual revenues totaling 29 percent more 
than the budget estimate, while expenditures were 8 percent less than 
the amounts budgeted. In 2012, actual revenues were $2,021,449, 
which was 9 percent more than the amount budgeted, and actual 
expenditures were $1,672,560, or 12 percent less than budgeted. 

The Town appropriated surplus fund balance in 2010, 2011 and 2012, 
as shown in Table 2. According to the Supervisor, these fund balance 
appropriations were adopted in an attempt to keep real property taxes 
stable, or decreasing, rather than to address the excessive amount of 
unexpended surplus funds. 
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Table 2: Appropriated Fund Balance and Operating Results
2010 2011 2012

Appropriated Fund Balance $216,000 $87,000 $56,000

Actual Operating Results $194,634 $534,460 $585,670

Year End Unexpended Surplus Funds $2,267,207 $2,782,667 $3,296,337

 
The adoption of budgets that were based on overly conservative 
estimates has resulted in the accumulation of excessive unexpended 
surplus funds and the levy of more real property taxes than were 
necessary to fund the Town’s operations. 
                             
An important Board oversight responsibility is to plan for the future 
by setting adequate long-term priorities and goals. To address this 
responsibility, it is important to develop a comprehensive, multiyear 
fi nancial and capital plan to estimate the future costs of ongoing 
services and future capital needs. An effective multiyear plan projects 
operating and capital needs and fi nancing sources over a three- to 
fi ve-year period. Planning on a multiyear basis allows Town offi cials 
to identify developing revenue and expenditure trends and set long-
term priorities and goals. It also allows them to assess the impact and 
merits of alternative approaches to fi nancial issues. 

The Board has not formally developed or adopted a comprehensive, 
multiyear fi nancial and capital plan. A long-term plan could help the 
Board address the large unexpended surplus fund balances caused 
by large operating surpluses. Such uses could include establishing 
authorized reserves, fi nancing one-time expenses and reducing 
property taxes. These uses would ensure that the excessive surpluses 
are used to benefi t the taxpayers. We urge the Board to develop a 
long-term fi nancial plan that will maintain reasonable amounts of 
fund balance and not withhold taxpayer moneys from productive use.

The Supervisor told us that the Board discussed uses for the 
unexpended surplus funds. At the time of our audit fi eldwork, 
approximately $200,000 was expended for an addition to the Town 
Hall. Town offi cials are presently seeking to purchase land for a park 
on the Town’s east side, and the Town plans to expand and upgrade the 
existing park on the Town’s west side. The Supervisor also told us that 
the Town was beginning to research and consider the establishment 
of a reserve fund to restrict the use of some surplus funds to retiree 
health insurance benefi ts. 

Long-Term Planning
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1. The Board should adopt budgets with realistic estimates of 
anticipated revenues, expenditures and fund balance available for 
appropriation.

2. The Board should adopt a fund balance policy governing the 
level of unexpended surplus funds to be maintained in the Town’s 
operating funds.

3. The Board should develop and adopt a comprehensive, multiyear 
fi nancial and capital plan to establish the goals and objectives for 
funding long-term operating and capital needs. The plan should 
be monitored and updated on an ongoing basis.

 

Recommendations
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Information Technology

Computer systems and electronic data are a valuable resource that 
Town offi cials rely on for making fi nancial decisions, processing 
transactions, keeping records and reporting to State and Federal 
agencies. Therefore, it is essential that the Board and Town offi cials 
establish policies and procedures to safeguard the Town’s computer 
hardware, software and data, including policies and procedures 
that protect IT equipment, software and data from loss due to error, 
malicious intent or accidents (disasters). It is important that the Board 
and Town offi cials regularly review the policies and procedures and 
update them to refl ect changes in the technology environment. 

Town offi cials also have the responsibility of ensuring that the IT 
system and information it holds are protected from unauthorized 
access. This includes managing the user accounts of the Town 
employees who use the Town’s IT system to perform their job duties 
as well as establishing policies regarding user accounts.

The Board has not adopted a breach notifi cation policy, a disaster 
recovery plan or a policy that addresses the protection of personal, 
private and sensitive information. In addition, the Board has allowed 
employees to have more access rights than necessary to perform their 
job duties. As a result, the Town’s IT system and electronic data are 
at risk of loss or damage, and employees may not fulfi ll their legal 
obligation to notify affected individuals in the event that personal, 
private and sensitive information is compromised. 

An individual’s personal, private and sensitive and/or fi nancial 
information and confi dential business information could be severely 
impacted if the IT security system is breached or data is improperly 
disclosed. New York State Technology Law requires cities, counties, 
towns, villages and other local agencies to establish an information 
breach notifi cation policy. The policy should detail how the Town 
would notify individuals whose private information was, or is 
reasonably believed to have been, acquired by a person without a valid 
authorization. The disclosure should be made in the most expedient 
time possible and without unreasonable delay, consistent with the 
legitimate needs of law enforcement or any measures necessary to 
determine the scope of the breach and restore system integrity. 

The Board has not adopted a breach notifi cation policy. According to 
the Town Clerk, the Board has been made aware of the lack of this 
policy but has taken no action. By failing to adopt this policy, Town 
offi cials and employees may not understand or be prepared to fulfi ll 

Breach Notifi cation Policy 
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their legal obligation to notify affected individuals in the event that 
their private information is compromised.

A disaster recovery plan is intended to identify and describe how 
Town offi cials plan to deal with potential disasters that compromise 
the availability or integrity of the IT system and data. Such disasters 
may include any sudden catastrophic event such as a fi re, computer 
virus or deliberate or inadvertent employee action. Contingency 
planning to prevent the loss of computer equipment and data and the 
procedures for recovery in the event of an actual loss are crucial to an 
organization. The plan needs to address the roles of key individuals 
and include the precautions to be taken to minimize the effects of 
a disaster so offi cials and responsible staff will be able to maintain 
or quickly resume day-to-day operations. Disaster recovery planning 
also involves an analysis of continuity needs and threats to business 
processes and may include signifi cant focus on disaster prevention.

The Board has not adopted a disaster recovery plan. According to the 
Town Clerk, the Board has been made aware of the lack of this policy 
but has taken no action. In the event of a disaster, Town personnel 
have no guidelines or plan to help minimize or prevent the loss of 
equipment and data and/or implement data recovery procedures. As a 
result, the Town’s IT assets are at an increased risk of loss or damage, 
and there could be disruptions to its critical operations.

Good IT controls require written procedures for granting, changing 
and terminating user access rights to the network as well as specifi c 
software applications. The Town lacks policies and procedures for 
removing employees who no longer require access to the network.  
When creating user accounts on individual computers, Town offi cials 
should limit access to only those functions necessary to accomplish 
assigned tasks. If a user is placed in the administrators’ group on his/
her individual computer, that user has administrative rights that allow 
full access to install programs, download or destroy data and change 
log fi les (automated trails of user activity). Unauthorized users could, 
therefore, perform inappropriate transactions and potentially cover 
their tracks with access to administrative rights.

User Access – We reviewed the network and found that 10 of the 41 
user accounts on the network are inactive,3 with last logon dates as far 
back as seven years. This is due to the Town’s lack of policy regarding 
user access. Having inactive user accounts unnecessarily increases the 
chance that the system will be compromised. Furthermore, inactive 
user accounts are not being monitored, making it unlikely that Town 
offi cials would realize that accounts have been compromised.

Disaster Recovery Plan 

User Account Controls

3    An inactive user account is an account that has not logged onto a computer in at 
least six months.
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Failure to promptly remove the access rights of inactive employees 
increases the risk that unauthorized users could inappropriately gain 
access to the system and change, destroy or manipulate confi dential 
and/or critical data.

Administrative Rights – We examined the Town’s network using an 
audit software application. All of the users had local administrator 
rights on their computers. Therefore, each user could install 
unauthorized software or alter the computer confi guration, increasing 
the risk that Town assets and data may be lost or compromised. 
Additionally, unauthorized users often use a legitimate user’s account 
to gain access to a system and manipulate the user’s account with 
their administrative rights.  

4. The Board should adopt a breach notifi cation policy.

5. The Board should adopt a comprehensive disaster recovery plan 
that details specifi c guidelines for the protection of private and 
essential data against damage, loss or destruction and the recovery 
of Town systems and data in the event of loss.

6. The Town should disable and/or delete the inactive user accounts 
in a timely manner.

7. The Town should exercise the practice of least privilege and only 
grant local administrator rights to users who absolutely need them 
to perform their job duties.

Recommendations
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APPENDIX A

RESPONSE FROM TOWN OFFICIALS

The Town offi cials’ response to this audit can be found on the following pages.  
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 See
 Note 1
 Page 18
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 See
 Note 1
 Page 18
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APPENDIX B

OSC COMMENT ON THE TOWN’S RESPONSE
Note 1

As long as budget defi cits or surpluses are minor or intermittent, they do not constitute a material 
problem for a local government and should not be cause for concern. It is when there is a persistent 
pattern of larger surpluses or defi cits that there should be concern about the budgeting practices of the 
government. Despite Town offi cials’ intent to budget conservatively and for planned operating defi cits, 
the general fund balance continued to increase in fi scal years 2010 through 2012. The unexpended 
surplus funds at the end of fi scal year 2012 could have funded the 2013 budget in its entirety with an 
excessive amount of unexpended surplus funds still remaining in the general fund balance. This is an 
indication of unrealistic budgeting. 
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APPENDIX C

AUDIT METHODOLOGY AND STANDARDS 

The objectives of our audit were to assess the Town’s fi nancial management practices and examine the 
internal controls over IT for the period of January 1, 2012 to April 30, 2013.  We extended our audit 
period back to 2010 to examine the Town’s fi nancial condition and to provide additional information 
for perspective and background. To achieve our audit objectives and obtain valid audit evidence, we 
performed the following audit procedures:

• We interviewed Town offi cials to gain an understanding of the Town’s fi nancial management 
policies and procedures. This included inquiries about the Town’s budgeting practices and 
long-term fi nancial plans. 

• We reviewed the Board minutes to obtain an understanding of the Town’s policies and 
procedures.

• We reviewed the Town’s fi nancial records and reports, including budgets and annual fi nancial 
reports, and completed an analysis of fund balance.

• We compared the unexpended surplus fund balance at fi scal year-end December 31, 2010, 
December 31, 2011 and December 31, 2012, with the 2011, 2012 and 2013 fi scal years’ 
budgeted appropriations, respectively, to determine whether the level of fund balances were 
reasonable as a percentage of the ensuing years’ budgets.

• We compared the 2010, 2011 and 2012 fi scal year budgets for the general fund with the actual 
results of operations to determine if budgets were realistic.

• We analyzed and summarized historical revenue and expenditure trends in the general fund for 
the 2010 through 2012 fi scal years.

• We interviewed Town offi cials and the IT vendor to gain an understanding of the IT environment 
and internal controls in place.

• We obtained, reviewed and evaluated IT policies from Town Code.

• We used audit software to analyze information on the Town’s servers.

We conducted this performance audit in accordance with generally accepted government auditing 
standards (GAGAS). Those standards require that we plan and perform the audit to obtain suffi cient, 
appropriate evidence to provide a reasonable basis for our fi ndings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our fi ndings and 
conclusions based on our audit objectives.
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APPENDIX D

HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT

Offi ce of the State Comptroller
Public Information Offi ce
110 State Street, 15th Floor
Albany, New York  12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/

To obtain copies of this report, write or visit our web page: 
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